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20 {1182 4 (Digital Forensic) €&

< 432ELEATESE - " the application of forensic science technique
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INTERNATIONAL ISO/NEC e
STANDARD 27037 o
e

Information technology — Security
techniques — Guidelines for
identification, collection. acquisition, and
preservation of digital evidence
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“* 5 : Attempts to negatively affect the existence, amount,
and/or quality of evidence from a crime scene, or make the
examination of evidence difficult or impossible to conduct. (Liu and
Brown , 2006) AERYELEE4DHMBE YT - HERAR
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1. fEx1@2compound file « encryption filesk ZIER#EF 7T

2. BEREESRRRBFIT

3. BEESAEENERFT

4. #EEESBtexttranscript M E FEREEBRZFIT
5. ..FREEHTIE)

P.22




BB RERN R EE S

< ARERBR
1. Destroying : Wipe - Mib#%3(EOSTIR)...
2. Partition : MBR - EHHE| - S6t - B - BB

< BIPRE -
1. Encryption : & MBI EME [N =)
2. Steganography : copy /b ...

3. Signature : {&Zheaderzextension...
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< BFEMMNNRMESEELFERIBINMNESRER - BEAT
thEEZENEBPEBM ZEERTHEEN—TRE -

* HEERE—REEN - RBREXHNE—TE—EFBLER
B EFIBEAMNR :

To the Members of the California State Assembly:

I am returning Assembly Bill 1176 without my signature.

For some time now [ have lamented the fact that major issues are overlooked while many
unnecessary bills come to me for consideration. Water reform, prison reform, and health
care are major issues my Administration has brought to the table, but the Legislature just
Kicks the can down the alley.

Yet another legislative year has come and gone without the major reforms Californians
overwhelmingly deserve. In light of this, and after careful consideration, | believe it is

unnecessary to sign this measure at this time.

Sincerely,

Arnold Schwarzenegger
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Malware Hidden Inside JPG EXIF Headers

A few days ago, Peter Gramantik from our research team found a very interesting b
: This backdoor didn't rely on the normal patte
its data in the EXIF headers of a JPEG image It ¢
functions to read the headers and execute itsell

kdoor on a compromised
rms to hide its content (like baseG4/gzip encoding), but stored
Iso used the exif_read_data and preg_replace PHP

Technical Details
The backdoor is divided into two parts. The first part is a mix of the exif_read_data function to read the image
headers and the preg_replace function to execute the content. This is what we found in the compromised site

s/stories/focd/bun.jog');

Both functions are harmless by themselves. Exif_read_data is commonly used to read images and
preg_replace to replace the content of strings. However, preg_replace has a hidden and tricky option where if
you pass the “/e” modifier it will execute the content (eval). instead of just searching/replacing

When we look at the bun jpg file. we find the second part of the backdoor

Xtz - BB R BERIPGHP ()

<+ Windows1g< : copy /b A.jpg+B.exe

Jpg+revouninstaller. ex
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< docx vs. zip:

 if the .TXT file contains data at the beginning of he file
which is not defined within a Header/Signature field
within the file types table, the signature analysis result
will be Match, since .TXT files are not expected to have
an identified header

Name Extensions Si::z:l:: “
v Microsoft Word for DOS v6 File doc VS1'\XBEWX00'\x00'\x00 XA B \x00'\x00
__y Microsoft Word Office Document Open XML Format  docx X504 803\ x04
:, ZIP Compressed zZip \X50'x4B'x03\x04
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BERIRE

& wm e —EE R 3 WEE T =B e sier
AR .
®docxtE 3
®JPGEE
®TXTAE FHEZE

+ R EIEBdocxt Bzip - WHNAIPGIEZE > 14
¢ NS HENIPGEE  Bdocx - WE SRR
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Develop
BEBERNSRBEELES: . Bax
NERELS .
Y Encrypt : SRRMERE - LEEEMAKEY
i~ 4 2 . B EEREE  TENEwNES -
SRULBERIERE ©  Tanslate : mEBMmO S . -
ZERBESARER g . ARENFENRRRGRE - #RET
B4R T, s -

v Age : #6 B 8815 B R0

v Mask : REERBTRERERS 2 E .
BOFTARRNERETHR

v Generate : &5 - BRNERSERHESE
fugiiE

v Deliver : BB EXBIBBHEERE . 121 76
WREXE%

HiBREN

SRR BB B R RIS = =y . AREEHE S
PR B - Hill IR imE R R - Bl -1
%yELX&%ﬁ%%mﬁﬁéﬁﬂZ%@Ef_&ﬁﬁﬁ ¢

(2014.03.13http://www.netadmin.com.tw/article_content.apr?sn=1403050001}
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United States Secret Service

BEST PRACTICES FOR SEIZING ELECTRONIC EVIDENCE
2. Secure the Computer |‘- ['v:n?ctu.rbf-.. »

Collect Volatile
Data instead!

® Photograph screen, then disconnect 3
power sources; unplug from the wall
AND the back of the computer.

< NIST guidelines :

Analyze live systems with minimal invasiveness. The Guidelines note that without

mmwﬂmhMmm%MMW@Mm@MM%mm
-Anyacbbnperfofntedon the host will alter the state of the machine...”
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“ Locard" s Exchange Principle

CLBBERER sERTes

* with contact between two items, there will
be an exchange

— PSRN R TR s o ol
S et R . ':_'.‘ G w.
i 5 Dr. Edmond Locard (1877-1966)
< Livei&Hi iR 8
HEEMERA BAXRERE HREBE /L
BETE FoeEmTE ZRERFIBRE
Y
ROl DT AE B SRR
* Rootkit... * Webmail...
+ Trojan... * Line...

» Attachment...

exe...

» USBSTOR + Ink...
- file\
- WEPREWPA IP..
LR Port...
- FHEREDR
...
+ Windows * PGP,

+ Keystrokes * TrueCrypt...




Physical RAM Address Space in 32-bits OS

< MIWindows 32-bitsB 4l - EFEF4 bytes (32-bits) #5CPU
ETEH - R Efirmware) ZEREFEHEXIREN
AERA/NE  BIEEIUEANLEEEZRE
& 2732 =4,294967,296 = 4GB
¢ 512MB + 32MB + 32MB = 576 MB
& Available RAM : 4000MB - 576MB = 3424MB

Video Adapter NIC
512MB 32MB

iR TEFE ZMRT

CIERERA R F

Browser https://www.google.com.tw/search? ZGoogleZF#EF
“passwd= “or" Password” - o
(N/A) or " memberpw” HEOETERB
Windows file:\\\ WindowsFa BUtE R4 8%
(N/A) rkr, yax LIRot1 3245
[\x09-\x0A\xOD\x20-\x2F\x3A-\x40\x5B-
PGP \x60\x7B-\Xx7E]PGPW.+[A\x09-\xOA\x0D\x20- PGPRRE L iR
\X2P\x3A-\x40\x5B-\x60\x7B-\x7E]
: &login 2%
Onedrive &password BAZRRZE
u 'xxx@gmail.com’ B A Zemailtk5%
Dropbox
u 'ABC ABCHREHZHE
Google Drive | <email> ... </email> B A ZemailtESk
USBi#% %8 USBSTOR USBfER4C#%
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